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Abstract

We presenta new solutionto the problemof determin-
ing the path a padket traveisedover the Internet(called
the tracebackproblenj during a denial of serviceattack.
Previoussolutiongo thisproblemhavesuferedfromcom-
binatorial explosion,and are unableto scaleto realisti-
cally sizednetworks. This paperreframesthe traceba&
problemasa polynomialreconstructiorproblemanduses
techniquesfrom algebraic coding theory to provide ro-
bustmethodsf transmissiorandreconstruction\We also
presentan implementatiorof one promisingparameteri-
zationthat s efficient, badkwards compatible andincre-
mentallydeployable

1. Introduction

A denialof serviceattackis designedo preventlegit-
imate accesgo a resource. In the contet of the Inter-
net, an attacler can “flood” a victim’'s connectionwith
randompaclets to prevent legitimate paclets from get-
ting through.Thesenternetdenialof serviceattackshave
becomeamoreprevalentrecentlydueto their nearuntrace-
ability andrelative easeof execution[8]. Also, the avail-
ability of tools suchas Stacheldrahf10] and TEN [11]
greatlysimplify thetaskof coordinatinghundredsor even
thousand®f compromisedoststo attacka singletarget.

Theseattacksare so difficult to tracebecauseahe only
hint a victim hasasto the sourceof a given pacletis the
sourceaddresswhich canbe easilyforged'. Also, mary
attacksarelaunchedfrom compromisedsystemsso find-
ing thesourceof theattacler’'s packetsmaynotleadto the
attacler. Disregardingthe problemof finding the person
responsiblgor the attack,if a victim was ableto deter
mine the path of the attackingpacletsin nearreal-time,
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Lingressfiltering is helpingto mitigate this problemby preventing
a paclet from leaving a bordernetwork without a sourceaddressrom
thebordernetwork [12]. Attackershave gottenaroundthis by choosing
legitimatebordernetwork addresseatrandom.
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it would be mucheasierto quickly stopthe attack. Even
finding out partial path information would be useful be-
causeattackscouldbethrottledat farrouters.

This paperpresentsa new schemefor providing this
tracebacldataby having routersembedinformationran-
domly into paclets. Thisis similar to the techniqueused
by Savage,etal [19], with the majordifferencebeingthat
our schemesrebasedon algebraictechniques.This has
theadwantageof providing aschemehatoffersmoreflex-
ibility in designand more powerful techniqueghat can
be usedto filter out attacler generatechoise and sepa-
ratemultiple paths.Our schemesharesimilar backwards
compatibility and incrementaldeployment propertiesto
the previouswork.

More specifically ourschemencodepathinformation
aspointson polynomials.We thenusealgebraionethods
dueto GuruswamiandSudar13] for reconstructinghese
polynomialsat the victim. This appeargo be a powerful
new approachto the IP tracebackproblem. We predict
thatourbasicframenork will leadto usefulvariationsand
alternatvesin the nearfuture.

The restof the paperis organizedasfollows: Section
2 discusseselatedwork, Section3 containsan overvien
of the problemand our assumptionsSection4 presents
ourapproacHor algebraicallycodingpaths Sections dis-
cussegheissueof encodingthis datain IP paclets,Sec-
tion 6 containsan analysisof our proposedscheme Sec-
tion 7 discusse$uturework, andSection8 concludes.

2. Related Work

The idea of randomly encodingtracebackdatain IP
pacletswasfirst presentedby Savage, et al [19]. They
proposeda schemdn which adjacentrouterswould ran-
domlyinsertadjacentedgeinformationinto thelD field of
paclets. Their key insight wasthat tracebackdatacould
be spreadacrossmultiple paclets becausea large num-
berof pacletswasexpected.They alsoincludea distance
field which allows a victim to determinethe distancethat
a particularedgeis from the host. This preventsspoof-
ing of edgesfrom closerthanthe nearestattacler. The
biggestdisadwantage®f this schemeds the combinatorial



explosionduring the edgeidentificationstepandthe few
feasibleparameterizations.The work of Songand Per
rig providesa morein depthanalysisof the faultsof this
schemd?21].

There have beentwo other notable proposalsfor 1P
tracebacksincethe original proposal. Bellovin haspro-
posechaving routerscreateadditionall CMP pacletswith
tracebacknformationat randomanda public key infras-
tructureto verify the sourceof thesepaclets[5]. Song
andPerrighave animproved packet markingschemethat
copeswith multiple attaclers [21]. Unfortunately this
schemerequiresthat all victims have a currentmap of
all upstreanmroutersto all attaclers (althoughSongand
Perrigdescribehow suchmapscanbe maintained).Ad-
ditionally, it is notincrementallydeployableasit requires
all routersonthe attackpathto participate(althoughSong
andPerrignotethatit alsosufficesfor the upstreammap
to indicatewhich routersareparticipating).

Wereferthereadetto Savages paperfor adiscussiorof
othermethodgo detectandpreventIP spoofinganddenial
of serviceattacks.

The algebraictechniquesve apply wereoriginally de-
velopedfor the fields of codingtheory[13] andmachine
learning[3]. For anoverview of algebraiccodingtheory,
wereferthereadetto thesuney by Sudar{23] or thebook
by Berlekamp[7].

3. Overview

ThispaperaddressewhatSavage,etal call theapprox-
imate traceba& problem Thatis, we would like to re-
cover all pathsfrom attacler to victim, but we will allow
for pathsto haveinvalid prefixes.For example for thenet-
work shavnin Figurel, thetruepathfrom theattacler Ay
to thevictim V is R4R2R;. We will allow ourtechniqueto
alsoproducepathsof the form R:RsR4R2R; becausehe
true pathis a suffix of therecoveredpath.

Our family of algebraic schemeswas motivated by
mary of the sameassumptionsasusedin previous work
with two notableadditions(numbers8 and9).

1. Attackersareableto sendary paclet

2. Multiple attaclerscanacttogether

3. Attackersareawareof thetracebaclscheme

4. Attackersmustsendatleastthousand®f paclets
5

. Routeshetweerhostsarein generaktable but pack-
etscanbereorderecbr lost

2]

. Routerscannot do muchperpacket computation

7. Routersaarenotcompromisedhut notall routershave
to participate

8. It is difficult to changethe marking algorithmused
by routers

9. It is easyto changehereconstructioralgorithmused
by victims

We will focusdiscussiorhereonthesdasttwo assump-
tions. The reasoningbehindthe othersis well covered
by Savages paper[19]. Changingthe algorithmusedby
routersto mark packetswould requirea hardwarechange
in deployed routers. This presentssevere problemsin
termsof cost,deployability, andaccessasa routerwould
needto betakenoffline while anew pieceof hardwarewas
inserted.On the otherhand,the reconstructioralgorithm
will almostcertainlybe implementedn software, which
is (relatively) easily modified. Also, becausehe recon-
structoronly needgo be runningduring an attack,taking
it offline for upgradess notdetrimental.

Theselast two assumptionsnotivate us to look for a
schemewhich hasacceptablg@erformanceat the present
aswell asan ability to improve in the future with only
changesdn thereconstructiorstep.Wethereforehave cho-
senanalgebraia@approachrootedin codingtheory namely
that of polynomial evaluation. Over the pastfew years,
techniquedave repeatedlybecomemorepowerful in this
field and we have no reasonto suspecthis will change
in the nearfuture. Currenttechniqueslreadyallow usto
separatenultiple pathsandfilter outnoisewith acceptable
boundingconditions[3, 23, 13].

4. Algebraic Coding of Paths

We will now presenta seriesof schemedhat usean
algebraicapproachfor encodingtracebackinformation.
All of theseschemesare basedon the principal of re-
constructinga polynomial in a prime field. The basic
ideais that for ary polynomial f(x) of degreed in the
prime field GF(p), we canrecover f(x) given f(x) eval-
uatedat (d + 1) unique points. Let Aj,Ay,...,An be
the 32-bit IP addresse®f the routerson path P. Let
fp(X) = ApX" 1 4+ AoX" 2 + .. 4+ Ap_1x+ Ap. We asso-
ciateapacletid x; with the jth paclet. We thensomehav
evaluatefp(x;) asthe paclettravelsalongthe path,accu-
mulatingthe resultof the computationin a runningtotal
alongtheway. Whenenoughpacletsfrom the samepath
reachthe destinationthen fp canbereconstructedby in-
terpolation.Theinterpolationcalculationmight be a sim-
ple setof linearequationsif all of the pacletsrecevedat
thedestinatiortraveledthe samepath. Otherwise we will
needto employ moresophisticatedéhterpolationstrateyies
thatsucceedvenin the presencef incorrectdataor data
from multiple paths[6, 24, 13].

A naive way to evaluate fp(w) would be to have the
jth routeradd AJ-W”‘J into an accumulatorthat kept the
runningtotal. Unfortunately this would requirethateach
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Figurel. Our examplenetwork.

router know its positionin the path and the total length
of the path. We could eliminatethe needfor eachrouter
to know the total lengthof the path (while still requiring
eachrouterto know its positionin the path)by reordering
the coeficientsof fp: A+ Aow+ AgW? + ... + Aw™ 1,
However, we cando evenbetterby stickingwith our orig-
inal ordering, and using an alternatve meansof com-
puting the polynomial. Specifically to compute fp(w),
eachrouter A; multiplies the amountin the accumulator
by w, addsA;, andreturnsthe resultto the accumulator
and passeghe paclet on to the next routerin the path
(Horner's rule [14]). For example, ((((0-w) + A;)w +
A)W + Ag)W + Ag = AgWP + Aow? + Agw + As.  Notice
thattherouterdoesnt needto know thetotal lengthof the
pathor its positionin the pathfor this computatiorof fp.

We will usethis polynomial evaluationtrick for all of
our algebraicschemesWhatwill vary is (a) whetherwe
usepolynomialsthatcapturethe entirepathor justafrag-
mentof the path,and(b) whetherevery routerwill partic-
ipate deterministicallyor non-deterministicallyto outwit
amaliciousattacler.

4.1. Full Path Encoding

The simplestschemethat usesthis algebraictechnique
encodesan entire path. At the beginning of a path, let
FullPathgj = 0. Eachrouteri on the path calculates
FullPath; j = (FullPathi_y j - Xj + A)) mod p wherex; is
arandomvaluepassedn eachpaclet, A; is therouters|P
addressand p is the smallestprime larger than 232 — 1.
The value FullPath; j is then be passedin the paclet,
along with x;, to the next router At the paclet’s des-
tination Full Path will equal(ApX"™1 4 Ap_1x"2 4 ... +
Aox+ A1) mod p, which canbereconstructedy solving

the following matrix equationover GF(p):

1 x X .. XN\ /A FullPathp 1
1 % x5 ... 51t A FullPathy >
1 % X ... X1/ \ A FullPathy 3

As long asall of the x;’s aredistinct, the matrix is a Van-
dermondematrix (andthushasfull rank) andis solvable
in O(n?) field operationg17).

Assumingthat we geta uniquex; in eachpaclet, we
canrecover a pathof lengthd with only d paclets. The
downside, however, is that this schemewould require
log,(p) + [log,(d)] bits per paclet (the first termis the
encodingof the runningFullPath andthe secondtermis
theencodingof thex;’s). Evenfor modesimaximumpath
lengthsof 16, the spacerequired(36 bits) far exceedshe
numberof bits availableto usin anlP header

We can trade off bits-neededfor paclets-neededy
splitting a router’s IP addressnto ¢ chunksand adding
[log,(c)] bits to indicate which chunk was represented
in a given paclet. We could also reducethe order of
the field, p, to the smallestprime larger than 2/3%/¢1 . |f
we choseto split the 32 bit IP addressnto 4 chunkswe
would needlog,(257) + 10g,(16) + l0og,(4) = 15 bits per
paclet and 4d paclets. While this is an improvement,
a bettertechniquewould be to have eachrouteradd all
of its chunksinto eachpaclet. So, insteadof spreading
its ¢ chunksamongc paclets by addingone coeficient
to the polynomial, eachrouter would add ¢ coeficients
to the polynomialin eachpaclet. Thatis, eachrouter
would updateF ull Path ¢ times, substitutingeachchunk
of their IP addressn ordet The destinationcould then
trivially reconstructhe IP addressedy interpolatingto



recover fp(X) = Ap1 4 A X+ ... + Apd + Ag XK +
cor+ Anx=1 where Aj 1, A 2,. .., Aj x arethe succes-
sive chunksof A;. For ¢ = 4, this techniquerequiresonly
log,(257) + log,(16) = 13 bitsand4d paclets. This sec-
ondtechniques thusclearly better In Section6 we usea
slightly differentchunkingstrateyy basedon the Chinese
RemaindeMheorem[2].

4.2. Random Full Path Encoding

The astutereaderhasprobablynoticeda seriousflaw
in the above schemeswe requireFullPathg j = 0. This
impliesthatthereis someway for arouterto know thatit
is the “first” participatingrouteron a particularpath. In
the currentinternetarchitecturethereis no reliable way
for arouterto have this information. We musttherefore
extendour schemeo mitigatethis problem.

In ourrevisedschemarouterfirst flips aweightedcoin.
If it cameup tails the routerwould assumet wasnot the
first routerandsimply follow the Full Path algorithmpre-
sentedabove, addingits IP addresgor IP addresshunk)
data. On the otherhand,if the coin cameup headsthe
routerwould assumet wasthe first routerandrandomly
choosea x; to usefor the path. We will referto this state
as“marking mode”

At thedestinationwe would receve anumberof differ-
entpolynomials,all representingufixesof the full path.
In our examplenetwork, paclketsfrom A; could contain
R4RoR1, RoRy, or Ry. Fromnow on, we'll referto each
of thesepath sufiixes as “virtual paths”, becausealge-
braically they areindistinguishabldrom full paths. Dis-
criminatingthesevirtual pathswould be areal nightmare
if we were not able to leveragethe power of our alge-
braic approach. It turns out that recovering thesepaths
is the well studiedproblemof reconstructingmixed al-
gebraicfunctions[3]. We canthereforesimply appealto
the currentbestalgorithm for solving this problem. In
thefuture,asbetteralgorithmsareavailablethey couldbe
implementedatthedestinatiorwithoutchanginganything
ontherouters.

Thealgorithmwe will usein our analysisis dueto Gu-
ruswami and Sudan[13]. If we have N total paclets, it
allows usto recoverall virtual pathsof lengthd for which
we have at least1/N(d— 1) paclets. For example, if
we assumehatwe analyzel0,000 packetsat a time and
wantto recover all virtual pathsof length 17 or less,we
would needto ensurethat we receve 400 paclets from
eachvirtual path. Generally we would needto expect
pacletsfrom a routerat distanced with a probability of
no lessthan4/N(d — 1)/N. Sincethe probability of get-
ting a paclet from a routerA hopsaway is p(1 — p)2~4,
where p is the probability that a router is in marking
mode, we come up with the inequality p(1— p)®~! >
+/N(d—1)/N. We would like to recover pathsof length

d sothis becomesp(1 — p)4-1 > /N(d—1)/N. Unfor-
tunately this inequalityhasonly negative andimaginary

solutionsfor ary of thevaluesof N andd thatinterestus.

To remedythis problem,we changeour markingstrat-
egy slightly. Whenever arouterrecevesa paclet, it still
flips a weightedcoin. But now, insteadof simply going
into markingmodefor onepacletwhenthecoincomesaup
headstherouterwill stayin markingmodefor the next t
pacletsit receves. Theroutershoulddo this coin flip for
eachpair of interfacesandnot asa global state.Our goal
now is not to recover all virtual pathsin onerun, but in-
steadto recover only a few pathsperrun. To accomplish
thiswe shouldchooser = +/Nd + € wheres is afactorde-
signedto allow smalloverlapsin routerson the samepath
bothbeingin markingmode. Our testshave shovn thate
canbesmallcomparedo v/Nd.

To analyzethis schemeave simulatedthousand®f runs
of 10,000 paclets eachthrough a pathsof length 48,
which we feel is a reasonablaipperboundon expected
pathlengths. The resultsof thesetestsshav thatthe op-
timum choicefor p in this scenarids around10~°. Even
with an“optimum” probability, we find that we mustre-
ceive more than 100,000 pacletsin orderto reconstruct
evenmoremoderatdength35 virtual paths.

An even bigger problemthan the numberof paclets
neededto reconstructthesepathsis that attaclers can
causemore false pathsthantrue pathsto be received at
thevictim. Thisis dueto thefacttheourchoiceof asmall
p createdarge numberof paclketsin which no routeron
the paclet’s pathis in markingmode. The attacler can
thusinsertary pathinformationhewishesinto suchpack-
ets.Becauseheattaclercangenerallyfind outthe pathto
hisvictim (usingtraceioute for example)hecancompute
FullPathg j = (FakeFathj/x'j‘—Anx’j‘_l— ...—Ag) modp.
This choicewill causethe victim to receive FullPath; =
FakePath;. Whentrying to reconstructpaths, the vic-
tim will have noindicationasto which pathsarerealand
which pathsarefaked. Two solutionsto this problemare
to increasep or to storea hop countin the paclet that
eachparticipatingrouterwould increment.Increasinghe
probability makesit evenharderto receve long paths,so
we do not think that is a viable option. Adding a hop
countwould preventanattaclerfrom forgingvirtual paths
thatarecloserthanits actualdistancefrom thevictim but
would require[log,(d)] more bits in the paclet. While
eitherof thesesolutionsmaybeappropriatén somesitua-
tions,wefeelthattheschemegresentedh thenext section
is a betteralternatve.

4.3. Random Partial Path Encoding

Our final schemes a further generalizatiorof the ran-
domfull pathencodingmethod.We addanothemparame-
ter, £, thatrepresentshe maximumlengthof anencoded



Bits perpaclet | PolynomialDegree | Bits for Accumulator| Bits for Randomnesg
[32/c](£+1) -1 [32/c] log,([32/c](£+ 1))
19 3 16 2
15 5 11 3
12 7 8 3
11 11 6 4
10 13 5 4
9 15 4 4

Tablel. Parameterizationsf RandomPartial Path Encoding(all assumée = 1)

path.Thevalueof £ is setby themarkingrouteranddecre-
mentedby eachparticipatingrouterwho addsin their IP
information. Whenthe valuereache®, no morerouters
addin their information. For example,in the full path
encodingscheméel = o, while £ = 1 would represenen-
codingof edgesetweerrouters.

Thepurposdor thischangéds to decreaséhe maximum
d usedin the reconstructiorbound(v/N£ for 0 < £ < )
in orderto reducethe numberof paclkets neededout of
a given setor paclketsto recover a route. Of coursewe
do not getanything for free; this adds[log,(¢ + 1)] bits
to the paclets. On the other hand,we now have p(1—
p)*~1 > 1/N([32/c] (€ + 1) — 1)/N which doeshave so-
lutions that areinterestingto us. Table1 shavs someof
theseinterestingcombinations.

Of coursejf £ is lessthanthetrue pathlength,thenre-
constructiorfindsarbitrarysubsequencesf the path(not
just suffixesasin Full Path encoding).The reconstructor
still hassomework to do to combinethesesubsequences
properly Thusreconstructionn this schemehasanalge-
braic stepfollowedby acombinatoriaktep.

In section6, we will belooking atthe parameterization
wheref = 1 andd = 5. This encodesdgedetweerad-
jacentparticipatingroutersat a costof 15 bits perpaclet.
In the next sectionwe will discusavhereto fit the 15 bits
of informationin anlIP paclet.

5. Encoding Path Data

We now needa way to storeour tracebackdatain 1P
paclets.Wewill try to maximizethenumberof bits avail-
ableto uswhile preservingfor the mostpart) backwards
compatibility.

5.1. IP options

An IP optionseemdik e themostreasonablalternatie
for storingour pathinformation. Unfortunately mostcur-
rentroutersare unableto handlepacletswith optionsin
hardware[4]. Evenif futureroutershadthis ability, there
areanumberof problemsassociateavith thisapproactas
presentedy Savage,etal [19]. For all of thesereasons

we have concludedhatstoringdatain anIP optionis not
feasible.

5.2. Additional Packets

Insteadof trying to addour pathdatato the existing IP
paclets,we couldinsteadsendthe dataout of bandusing
a new protocol that would encapsulat®ur data. While
this mayhave limited usesfor specialcasegsuchasdeal-
ing with IP fragments)a generakolutionbasedn insert-
ing additionalpacletsrequiresa meansof authenticating
thesepaclets. Thisis becausepresumablythe numberof
insertedpbacletsis mary ordersof magnituddessthanthe
numberof pacletsinsertedby theattacler. Thus,because
we assumehatan attacler caninsertary pacletinto the
network, the victim can be delugedwith fake traceback
paclets,preventingary informationto be gainedfrom the
legitimatepaclets.

5.3. ThelP Header

Our lastsourceof bits is the IP header Thereare sev-
eralfieldsin theheadethatmaybeexploitedfor bits, with
varyingtradeofs. As showvn in Figure2, we have found
25bitsthatmight possiblybeused althoughwethink that
a subsetof thesebits would bettermeetour goal of pre-
servingbackwardscompatibility.

5.3.1. TheTOSFied

Thetype of servicefield is an 8 bit field in the IP header
thatis currently usedto allow hostsa way to give hints
to routersasto whatkind of routeis importantfor par
ticular paclets (maximizedthroughputor minimized de-
lay, for example)[1]. This field hasbeenlittle usedin
thepast,and,in somelimited experimentswe have found
thatsettingthis field arbitrarily makesno measurablelif-
ferencein paclet delivery. Thereis a proposednternet
standard15] thatwould changethe TOSfield to a “dif-
ferentiatedservicedield” EventheproposedSfield has
two unusedits, however, therearealreadyotherproposed
usesfor thesebits (e.g.[18]).



Version | H. Length | Type of Service (8-bit) Total Length
Fragment ID (16-bit) @by Flags Fragment Offset
Time to Live Protocol Header Checksum

Source IP Address

Destination IP Address

Figure2. ThelP Header Darkenedareagepresentnderutilizedbits.

5.3.2. The D Field

The ID field is a 16 bit field usedby IP to permitrecon-
struction of fragments. Naive tamperingwith this field
breaksfragmentreassemblySincelessthan0.25% of all
Internettraffic is fragmentg22], we think that overload-
ing thisfield is appropriate A morein-depthdiscussiorof
theissuegelatedto its overloadingcanbe foundin Sav-
ageswork [19].

5.3.3. The Unused Fragment Flag

Thereis anunusedit in the fragmentflagsfield thatcur-
rentInternetstandardsequireto be zero. We have found
that setting this bit to one hasno effect on currentim-
plementationswith the exceptionthatwhenreceving the
paclet, somesystemswill think it is a fragment. The
paclet is still successfullydeliveredhowever, becauset
looksto thosesystemsasthoughit is fragmentl of 1.

Our Selection

As showvn in Figure 3, we choseto usel5 bits out of the
ID field. Sincewe needednorethan9 bits, we hadto use
atleastpart of the ID field andusingonly partof the ID

field andpart of anotheffield would not have provided us
with ary benefits.

5.4. 1Pv6

Since IPv6 doesnot have nearly as mary backwards
compatibility issuesas IPv4, the logical place to put
tracebacknformationis a hop-by-hopoptionin the IPv6
header[9]. However, schemessuchas thosepresented
herearestill valuablebecauséhey usea fixed numberof
bits per paclet therebyavoiding the generationof frag-
ments.

6. Analysis

A major advantageof our approachis the amountof
flexibility availablein choosinga scheme.Thereis arich

spaceof algebraicalternatvesto Savages design. We

have chosena particular parameterizatioio implement
for the purposeof analysis but we notethatour choiceis

certainlynot the only practicalalternatve and underdif-

ferentassumptionsnd designcriteria would not be the
idealchoice.

Wewill usel5bitsoutof thelD field of thelP headeto
storeour data.As mentionedabove, this choicebreakslP
fragmentationbut dueto theprevalenceof MTU pathdis-
coveryandthedeclineof fragmentationn generalvefeel
thisis anacceptabléradeof. A proposedvork-arouncto
allow fragmentatiorby usingadditionalpacletshasalso
beenproposed19].

As shawvn in Figure3, 11 bits areusedasanaccumula-
tor, 3 bits areusedasrandomdata,andonebit is usedfor
signaling. This meansthatall arithmeticin the accumu-
lator will bedonein GF(2039) (2039is thelargestprime
< 211, The signalingbit will allow a routerto tell the
next routerthatit shouldaddits valuesinto the accumu-
lator. Thatrouterwill alsoresetthe signalingbit. This
correspondso randompartial pathencodingwith £ = 1.

Eachroutermustprecomputehreell bit chunksbased
on its 32 bit IP addressZ. Letzz = Z mod 2027,z =
Z mod 2029,and zz = Z mod 2039. Since2027,2029,
and2039areall prime and2027- 2029- 2039> 232, we
will be ableto reconstructhe valueof Z by invoking the
ChineseRemaindeiTheorem2].

With a probability of 1/25, a routerwill setthe 3 ran-
dom bits (let’s call this value x;), setthe accumulatoito
ze,xi2 + 20X + 21 mod 2039,andsetthe signalbit. Therest
of thetimeit will checkto seeif thesignalbit is set.If so,
it will incorporatéts values(ys, y», andys) usingHorner’s
rule and clear the signal bit, thus completingthe calcu-
lation of zgX? + 2oX* + ;%% + y3x? + yoX; +y1 mod 2039.
This procedurds presentedn pseudocoden Figure4.

6.1. Packets Needed

Thereceverseedhevaluesof evaluateddegree5 poly-
nomials; zsx® + zox* + z1%3 + yax2 + yoX; + y1, for exam-
ple. Our goalis to recoverthe IP addressesf therouters



IP Version Header Length Type of Service (TOS)
(4-bit) (4-bit) (8-bit)

Total Length
(16-bit)

Fragment ID
(16-bit)

Flags Fragment Offset
3-hit) (13-bit)

Time to Live (TTL) Protocol
(8-bit) (8-bit)

Header Checksum
(16-bit)

Source IP Address
(32-bit)

Destination IP Address
(32-bit)

(11-bit)

Accumulator

Random Fla
Data (1)g
(3-bit)

Figure3. We chooseo usel5 bits from thelP header

(Z andY in ourexample)from this data.Usingthemethod
of [13], we will needto have (1/25)(1— 1/25)9-1 >

v/5N/N to recover edgesdistanced away from usif we
analyzeN pacletsatatime. ThereforeN mustbegreater
than 5/((1/25)(1 — 1/25)%1)2 for us to expectto get
edgesdistanced away. Figure 5 shavs the numberof

pacletsneededor differentvaluesof d.

In our simulations,we were able to recover pathsof
length25 over98%of thetime by analyzing20, 000 pack-
etsatonce whichagreesvith ouranalyticresult.In recent
denialof serviceattacks,Yahooreportedreceving over 1
gigabyteof dataper second. Evenif every paclet was
of the largestpossiblesize, Yahoowould have receved
morethanenoughpacletsin under2 secondsWe realize
thatmostsitesdo nothave thebandwidthof Yahoo butwe
still think thatmostsiteswould beableto recoverinterest-
ing pathsin far lessthana minute. We alsonotethat our
schemewill be ableto take advantageof ary new algo-
rithm for decodingReed-Solomorodeso improvethese
resultswithoutarny routermodifications.If morethanone
pathis presentin the data,the Guruswami-Sudanalgo-
rithm might notfind all the pathsfrom a singlesampleof
20,000paclets. Repeatinghereconstructioron different
samplesnight be needed.Trying to find all pathsfrom a
singlesamplewould requireanincreasen thesamplesize
thatwasquadratidn the numberof paths.

6.2. Router Performance

At the baseline this schemeis alreadyratherefficient
for routers,requiringonly normalALU operationsgcom-
paresandarandomnumbergeneratarWe can,however,
usesomeprecomputatiorto improve this situationcon-

2http:// abcnews. go. contf secti ons/t ech/
Dai | yNews/ yahoo000209. ht m

siderably

We only needto have ourdegree5 polynomialevaluated
at 6 pointsin orderto recoverit, sowe will treattheran-
domvalue6 as0 and7 asl1. This shouldnot causeusary
troubleaslong asall routersagreeonthechangebecause
the couponcollector’s problemtells us thatwe would ex-
pectto getall 6 valuesin far fewer packetsthanarere-
quiredby our multiple pathreconstructarEventhesmall-
estroutersshouldbe ableto precomputeand storethe 6
possiblevaluesthatwould needto beinsertedwhenthey
arein markingmode(thesevaluesrequireonly 12 bytesof
storage)If we arestoringthesevaluesalreadywe should
alsoinclude an extra multiplication by the randomvalue
becausehat is the first thing that the next router would
have to compute At thevictim we would, of coursehave
to divide by therandonwaluefor all pacletsthatstill have
their signalbit set. This reducegshe work neededat the
secondrouterto, at most, 2 randomnumbergenerations,
2 compares? shifts,5 addsandareductionmodulo2039.
It is worth noting that this could easily be accomplished
usingcombinationalogic in anASIC or customchip. For
largerroutersit would probablymake senséo precompute
alookuptablewith all possibleseconchopvalues.

We implementedhis schemeaunderFreeBSD4.0 on a
Pentiumll runningat 333 MHz. Using RC4[20] asthe
randomnumbergenerator the schemeexecutedin less
than 50 clocks per paclet. Whenrouting pacletsacross
a 100 Mbit/sec Ethernet,there was no measurablelif-
ferencein throughputbetweerthe modifiedandunmodi-
fiedkernels(morethan95 Mbit/secworth of pacletswere
routedin bothcases).

6.3. Reconstruction Performance

The reconstructionalgorithm due to Guruswami and
Sudan[13] can be implementedin a numberof ways.



At eadrouter:

let Z = therouter’s IP address

letz; = Z mod2027
letzo = Z mod2029
let zz = Z mod 2039
foreachpaclet p

letr bearandomnumberfrom [0..1)

if r < (1/25) then

let x bearandomintegerfrom [0..7)
setp.accumuétor = (z3x? + zoX+ z1) mod 2039

setp.flag=1

setp.random= x
else

if p.flagthen

setp.accumubtor =
setp.accumubtor =

—_~

p-accumuétor - p.x) + z3
p-accumuétor - p.x) + 2

setp.accumuétor = (p.accumuébtor - p.x) +z;
setp.accumubtor = p.accumuitor mod2039

setp.flag=10

Figured. Marking algorithmexecutedby eachrouter

Themoststraightforvardimplementatiorwould taketime
O(n') to recoverall edgesfor which we receivedat least
+v/5n out of n packets. However, this dropsto O(n®) time
by requiringonly slightly morepaclets: 1/5n(1 + ) out
of n, for ary & > 1. By scaling d appropriately this
allows us to trade off computationtime (and memory)
for accuray. A recentalgorithmicbreakthroughby Ol-
shersky andShokrollahiwould reduceour reconstruction
time even further, to O(n?®) [16]. Moreover, this new
algorithmis highly parallelizable(to up to O(n) proces-
sors),which suggestghat distributing the reconstruction
taskmight speedhingsup evenmore.

Thesereconstructiortimes comparequite favorably in
the multiple attacler scenariao the O(mf) time required
by Savage[19], where m is the numberof routersat a
givendistancerom thevictim.

6.4. Resistance to Attack

While this metric is the mostimportantin evaluating
atracebaclkschemet is alsothe mostdifficult to analyze.
Ourschemeseemgo beresistanto all of thesameattacks
asthe schemeproposedby Savage, et al and even with
currentalgorithmsfor filtering mixed datacan dealwith
multiple attaclers more robustly. One major difference
betweentheseschemess our decisionnot to includean
explicit hop countwhich allows Savages schemeo dery
anattaclertheability to insertpacletscloserthanhis dis-
tanceto thevictim. We would notethatthis only prevents
theinsertionof edgescloserthanthe closestattader. An
attackon this would be to have multiple attaclersat dif-
ferentdistancesand usethe closeattaclersto “hide” the

routesof paclketsfrom thoseattaclersfartheraway. Our
schemalsosuffersfrom this problem,but notasseverely
becausef the built in noisefiltering of the Gurusvami-
Sudanmultiple pathreconstructioralgorithm. We think
thatsimply by comparingthefrequeng atwhich anedge
is markedto theexpectedmarkingprobabilityof theedge,
we candetectfalseedgescloserthanthe attacler, solong
asthe nearestattacler is at leasta few hopsaway. This
techniquenasworkedwell in our simulations.

Our schemesgould alsomake useof the HMAC tech-
niguesdiscussedby SongandPerrigto ensurethatedges
arenot faked, but this would requireusto eitherusead-
ditional spacein the pacletsto storethe hashor lose our
incrementadeploymentpropertieq21]. If we decidedto
make oneof thesetradeofs, our schemeshouldbe com-
parablysecureagainsimultiple attaclers.

7. Future Work

Oneimportantopenproblemis to find bettervariations
of our RandomFull Path tracing schemes. Perhapsan
approactbasedon algebraicgeometriccodes[13] would
be successful. We have beenunableto find a variation
that immediatelyimproveson combinatorialapproaches
in all situations but it seemsntuitively plausiblethatone
shouldexist. More generally it would be interestingto
morecarefully exploreresourceandsecuritytradeofs for
moreof themary parameterizationsf our methods.
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Figure5. Numberof paclketsneededo recover differentlengthpaths

8. Conclusions

We have presenteda new algebraicapproachfor pro-
viding tracebacknformationin IP paclkets.Our approach
is basedon mathematicatechniqueghatwerefirst devel-
opedfor problemsrelatedto error correctingcodesand
machinelearning. Our bestschemehasimproved ro-
bustnes®verpreviouscombinatoriabpproachedyothfor
noiseelimination and multiple-pathreconstruction.An-
otherkey adwantageof our schemess thatthey will au-
tomaticallybenefitfrom any improvementin theunderly-
ing mathematicalechniquesfor which progresiasbeen
steadyin recentyears.
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